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Synchronization
Tools

A cooperating process is one that can affect or be affected by other processes
executing in the system. Cooperating processes can either directly share a
logical address space (that is, both code and data) or be allowed to share data
only through sharedmemory or message passing. Concurrent access to shared
data may result in data inconsistency, however. In this chapter, we discuss
various mechanisms to ensure the orderly execution of cooperating processes
that share a logical address space, so that data consistency is maintained.

Bibliographical Notes

The mutual-exclusion problem was first discussed in a classic paper by [Dijk-
stra (1965)]. The critical-region conceptwas suggested by [Hoare (1972)] and by
[Brinch-Hansen (1972)]. Dekker’s algorithm (Exercise 6.13)—the first correct
software solution to the two-process mutual-exclusion problem—was devel-
oped by theDutchmathematician T.Dekker. This algorithmalsowas discussed
by [Dijkstra (1965)]. A simpler solution to the two-process mutual-exclusion
problem has since been presented by [Peterson (1981)] (Figure 6.3) A thorough
discussion of memory barriers and cache memory is presented in [Mckenney
(2010)]. [Herlihy and Shavit (2012)] presents details on several issues related to
multiprocessor programming, including memory models and compare-and-
swap instructions. [Bahra (2013)] examines nonblocking algorithms onmodern
multicore systems. The semaphore concept was suggested by [Dijkstra (1965)].
Themonitor concept was developed by [Brinch-Hansen (1973)]. [Hoare (1974)]
gave a complete description of the monitor. [Lu et al. (2008)] provide a study
of concurrency bugs in real-world applications. The algorithm proposed in
Exercise 6.10 is derived from [Treiber (1986)].

Bibliography

[Bahra (2013)] S. A. Bahra, “Nonblocking Algorithms and Scalable Multicore
Programming”, Volume 11, Number 5 (2013).

171

http://dl.acm.org/citation.cfm?id=1102034
http://dl.acm.org/citation.cfm?id=762971.762978
http://dl.acm.org/citation.cfm?doid=361454.361473
http://dl.acm.org/citation.cfm?id=1102034
http://scholar.google.com/scholar?hl/en&q=G L Peterson Myths About the Mutual Exclusion Problem 
http://scholar.google.com/scholar?hl/en&q=P E Mckenney Memory Barriers a Hardware View for Software Hackers 
http://scholar.google.com/scholar?hl/en&q=M Herlihy and N Shavit The Art of Multiprocessor Programming RevisedFirstEdition 
http://queue.acm.org/detail.cfm?id=2492433
http://dl.acm.org/citation.cfm?id=1102034
http://scholar.google.com/scholar?hl/en&q=P Brinch Hansen Operating System Principles 
http://doi.acm.org/10.1145/355620.361161
http://doi.acm.org/10.1145/1353536.1346323
http://scholar.google.com/scholar?hl/en&q=R K Treiber Systems Programming Coping with Parallelism 
http://queue.acm.org/detail.cfm?id=2492433
http://queue.acm.org/detail.cfm?id=2492433


172 Chapter 6 Synchronization Tools

[Brinch-Hansen (1972)] P. Brinch-Hansen, “Structured Multiprogramming”,
Communications of the ACM, Volume 15, Number 7 (1972), pages 574–578.

[Brinch-Hansen (1973)] P. Brinch-Hansen, Operating System Principles, Prentice
Hall (1973).

[Dijkstra (1965)] E. W. Dijkstra, “Cooperating Sequential Processes”, Technical
report, Technological University, Eindhoven, the Netherlands (1965).

[Herlihy and Shavit (2012)] M. Herlihy and N. Shavit, The Art of Multiprocessor
Programming Revised First Edition, Morgan Kaufmann Publishers Inc. (2012).

[Hoare (1972)] C. A. R. Hoare, “Towards a Theory of Parallel Programming”, in
[Hoare and Perrott 1972] (1972), pages 61–71.

[Hoare (1974)] C. A. R. Hoare, “Monitors: An Operating System Structuring
Concept”, Communications of the ACM, Volume 17, Number 10 (1974), pages
549–557.

[Lu et al. (2008)] S. Lu, S. Park, E. Seo, and Y. Zhou, “Learning from mistakes: a
comprehensive study on real world concurrency bug characteristics”, SIGPLAN
Notices, Volume 43, Number 3 (2008), pages 329–339.

[Mckenney (2010)] P. E. Mckenney, “Memory Barriers: a Hardware View for
Software Hackers” (2010).

[Peterson (1981)] G. L. Peterson, “Myths About theMutual Exclusion Problem”,
Information Processing Letters, Volume 12, Number 3 (1981).

[Treiber (1986)] R. K. Treiber, “Systems Programming: Copingwith Parallelism”
(1986).

http://dl.acm.org/citation.cfm?doid=361454.361473
http://dl.acm.org/citation.cfm?doid=361454.361473
http://scholar.google.com/scholar?hl/en&q=P Brinch Hansen Operating System Principles 
http://scholar.google.com/scholar?hl/en&q=P Brinch Hansen Operating System Principles 
http://dl.acm.org/citation.cfm?id=1102034
http://dl.acm.org/citation.cfm?id=1102034
http://scholar.google.com/scholar?hl/en&q=M Herlihy and N Shavit The Art of Multiprocessor Programming RevisedFirstEdition 
http://scholar.google.com/scholar?hl/en&q=M Herlihy and N Shavit The Art of Multiprocessor Programming RevisedFirstEdition 
http://dl.acm.org/citation.cfm?id=762971.762978
http://dl.acm.org/citation.cfm?id=762971.762978
http://doi.acm.org/10.1145/355620.361161
http://doi.acm.org/10.1145/355620.361161
http://doi.acm.org/10.1145/1353536.1346323
http://doi.acm.org/10.1145/1353536.1346323
http://scholar.google.com/scholar?hl/en&q=P E Mckenney Memory Barriers a Hardware View for Software Hackers 
http://scholar.google.com/scholar?hl/en&q=P E Mckenney Memory Barriers a Hardware View for Software Hackers 
http://scholar.google.com/scholar?hl/en&q=G L Peterson Myths About the Mutual Exclusion Problem 
http://scholar.google.com/scholar?hl/en&q=G L Peterson Myths About the Mutual Exclusion Problem 
http://scholar.google.com/scholar?hl/en&q=R K Treiber Systems Programming Coping with Parallelism 
http://scholar.google.com/scholar?hl/en&q=R K Treiber Systems Programming Coping with Parallelism 

	Synchronization Examples
	Classic Problems of Synchronization
	Synchronization within the Kernel
	POSIX Synchronization
	Synchronization in Java
	Alternative Approaches
	Summary
	Exercises
	Further Reading



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


